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Fcbruary 25. 2012 

Marlene II. Dortch. Secretary 
Federal Communications Commission 
445 12m Street. SW 
Washington. DC 20554 

RE: EB Docket 06-36 
Axxis Communication. Inc. 
499 Filer ID: 824248 
Annual ePN] Compliance Certification for Calendar Year 2011 

Dear Ms. Dortch: 

Pursuant to 47 C.F.R. § 64.2009(e). the undersigned officer of Ax xis Communication. Inc. 
(hereinafter referred to as the "Company") certifies based all personal knowledge lhal the 
Company has established and implemented policies and procedures to ensure that it complies 
with the Commission"s rules regarding customer proprietary network infomlalion (""CPNJ"") 
found in 47 C.F.R. Part 64. Subpart U. with respect to all services subject thereto. 

The Company is certificated as a competitive local exchange carrier ("CLEe') in Oregon. It 
has two primary lines of business. First. it provides wholesale services to Intemet Service 
Providers ("ISPs") who use the wholesale services in the provision ofLheir own services, 
including bundling the wholcsalc serviccs wi th Intemct access service and connecting their 
Voice Ovcr Intemet Protocol ("'VOIP") service to the public switched nctwork. Second. the 
Company provides local exchange. intcrexchange. and special access services to end users. 
lllcse services are marketed exclusively by ISPs and network integrators in conjunction with 
their own services. which include Intemet. infonnation tUld data services. interconnected 
VOIP service, and network design and integration services. These ISP/network integrators 
acl as marketing agents and as billing agenls for the Company. As such. and as providers of 
services to the end users. they obtain CPNI directly from end user customers. 

'111C Company has developed a written CPNI Policy and has implemented procedures 10 

ensure compliance with the Policy and the CPNI rules. The Company applics these policies 
and procedures to each service it provides. regardless of whether a specific service 
technically is subject to the CPNI rules. lllis ensures consistency in the manner in which 
customer service representatives handle customer data and minimizes the risk of an error 
with fCSpect to services that arc subjcctlo Ihe CPNI rules. Further. the ISP/nctwork 
integrators who market and bill for the Company's end user services abide by the same 
written C I)N I Policy. lllcse policies and procedufCs. which arc briefly summarized below. 
ensufC compliance by limiting access 10. usc of. and disclosure ofCPNI. 



Only authorized personnel may access CPN I. All personnel so authori zed. such as customer 
service representatives and billing and col lection personnel. are trained in the appropriate 
access to. use of. and disclosure ofCPNI. Managerial personnel receive s imilar training. 
nlC Company uti li7..cs an electronic system to track employee access to CPN !. and 
employees must report instances of unauthorized access to or disclosure ofCPN I. Fai lure to 
abide by the applicable policies and procedures is cause fo r discipline. lip to and including 
tern,inat ion. 

"1l1e Company discloses call detail infonllation 10 customers only after verifying the identity 
of the customer. Except for business customers with dedicated account representatives and 
whose contracts require other verification methods. customers must verify their identity by 
presenting a government-issued identification or by providing a pre-established password. 
Customers who have forgotten their passwords can veri fy their identity by providing pre­
established backup infornmtion. Passwords and backups do not use readi ly-avai lable 
biographical infornmtion. In the altcmalive. the Company may mail call detai l infonnation 
to the customer or call the customer at the served telephone number. Employees are required 
to report instances of suspected pretexting. 

Additional safeguards. such as firewalls and intrusion prevention systems. are used to 
prevent and to detect e/Torts to gain unauthorized access 10 electronic systems containing 
CPNI. 

Notices are sent to customers whenever a password. back-up. or address of record is 
changed. Notices also are sent whenever on-line account access is initiated. "1l1ese notices 
do not include the new account infomlation or reveallhe changed infommtion. 

The Company docs not slmre CPNI anlOng its affi liates. unless prior customer approval has 
been obtained or no customer approval is needed. Further. the Company shares CPNI with 
independent contractors and joint venture partners only aftcr obtaining opt-in approval from 
cllstomers. It also requires independent contractors and joint venture partners that have 
access to CPNIIO enter an appropri ate confidentiality agreement and to abide by appl icable 
laws. regulations. policies. and procedures. The Company docs not disclose ePNI to other 
third parties except as directed by the customer or as required by law. 

"n,e Company notifies customers of their right to restrict access to, use of. and disclosure of 
thcir C I>Nl Periodic notices and one-time notices are provided as appropriate. Such not ices 
may be provided through multiple methods. such as bill inserts. bill messages, notices 
published in the telephone directory. nOliccs included on the Company's website. and oral 
notice provided during a telephone contact. The Company maintains records of all notices 
and approvals for at least one year. 

All out-bound marketing canlpaigns that utilize CPNI are sllbject to managerial approval and 
to verifi cation of customer approval to use CPNI in this manner. Records related to such 
efforts are maintained for at least one year. 

2 



Managerial personnel monilor access 10, use or. and di sclosure of CPNI on an on-going basis 
10 ensure compliance wilh the appl icable policies and procedures and to evaluate their 
effccti veness. nle Company will report 10 tile Commission instances. if any. in which opt­
out mechanisms do not work properly. 

The Company wi ll report security breaches via the Federal Communications Commission's 
wcbsite as soon as practicable but no later than seven days aftcr discovery. The Company 
will notify customers of each breach on or after the eighth day after reporting it un less law 
enforcement directs otherw·ise. The Company maintains records of breaches for at least two 
ycars. 

During the certification year. the Company neither has instituted proceedings nor has fi led 
<my petitions againsl data brokers; nor has the Company received infom18tion to suggest that 
pretexters have atLcmpled to gain access 10 its customcrs' CPNI. The Company has received 
no customer complaints in the past year regarding unauthorized access to or disclosure of 
CI'NI. 

In addition. the Company has developed and implemented a \vriltcn Identity Theft 
Prevcntion Policy ("' ITPP") in compliance with regulations of the Federal Trade 
Commission. The ITPP incorporates and builds upon the CPNI Policy in order to provide 
additional protection to consumer infommtion and to ensure consistency betwecn the CPN I 
Pol icy and the ITPP. 

Dan Bubb 
President. Axxis Communication Inc. 
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